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Building Bridges:
A Q&A About the
UK’s Extension to the

EU-U.S. Data Privacy
Framework

Annabel Gillham, Alex van der Wolk, and Dan Alam*

In this article, the authors discuss some of the key aspects and implications
of the UK Data Privacy Framework extension.

It has been several months since the EU’s adequacy decision'
regarding the EU-U.S. Data Privacy Framework (DPF) entered
into force. While we are already seeing challenges to the DPF in
the European Union, the confirmation that the UK’s “data bridge”
or adequacy decision in respect of the DPF has been finalized will
be welcome news to UK, U.S., and global businesses that routinely
engage in cross-border data transfers.

From October 12, 2023, organizations subject to the UK General
Data Protection Regulation (GDPR) have been able to rely on the
DPF for cross-border transfers of personal information to DPF-
certified companies without implementing other transfer mecha-
nisms like the UK International Data Transfer Agreement (IDTA),
the UK Addendum to the EU Standard Contractual Clauses (UK
Addendum), or Binding Corporate Rules (BCRs).

The UK government has also confirmed? that—like the Euro-
pean Union—its adequacy decision will also benefit personal
information transferred to the United States under other transfer
mechanisms, as companies can now onboard the decision into their
transfer risk assessments.

This Q&A discusses some of the key aspects and implications
of the UK DPF extension.
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When Can UK Companies Start Relying on the
DPF?

The UK’s regulations giving effect to the DPF came into force
on October 12, 2023. From this date, the DPF can be used instead
of the IDTA, the UK Addendum, or BCRs for transfers to DPF-
certified companies that have opted in to the UK DPF extension.

How Do U.S. Companies Opt In to the UK
Extension to the DPF?

Eligible U.S. companies have been able to certify under the UK
DPF extension since July 17, 2023. The UK DPF extension is only
available to companies that are part of the DPF (so a company
must participate in the EU-U.S. DPF to partake in the UK DPF
extension).

How Does the UK DPF Extension Affect Other
Data Transfer Mechanisms?

While participation in the DPF is limited to U.S. companies
subject to the investigatory and enforcement powers of the Federal
Trade Commission and the U.S. Department of Transportation,
other transfer mechanisms under UK law will continue to be valid
for data transfers to the United States.

Both the U.S. and the UK government have stated that the DPF
will be relevant to all transfers of personal information, regardless
of the transfer tool used.

This means that the protections afforded by Executive Order (EO)
14086 (which limits U.S. surveillance activities to what is necessary
and proportionate and established the Data Protection Review Court
as a means of redress) will also apply to transfers made on the basis
of the IDTA, UK Addendum, or BCRs. As the United States desig-
nated the United Kingdom as a qualifying state for the purposes of
EO 14086 on September 18, 2023, these protections are already in
place for UK personal information transferred to U.S. companies.

The Information Commissioner’s Office (ICO) requires that
companies subject to the UK GDPR complete a transfer risk assess-
ment when relying on the UK IDTA, UK Addendum, or BCRs to
transfer personal information to a non-adequate country. Following
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that assessment, the company must determine if mitigation mea-
sures are required to reduce the risk of the proposed transfer.
Following the UK DPF extension, when transferring personal
information to a U.S. company that is not certified by the DPF, the
company will be able to also benefit from the commitments made
by the United States under EO 14086 and the UK government’s
assessment of these commitments.

When transferring personal information to a DPF-certified
company, transfer risk assessments or mitigation measures are not
required. This position aligns with the EU approach, according to
the European Data Protection Board’s opinion following the DPF.?

What Additional Considerations Are There for
Transferring Sensitive and Criminal Information
When Using the DPF?

The definition of “sensitive information” in the UK DPF exten-
sion does not specify all of the types of information in the UK GDPR
that are subject to additional requirements (it omits genetic and
biometric information, as well as information about an individual’s
sexual orientation and criminal offense information). However,
the definition does include “any other information received from a
third party that is identified and treated by that party as sensitive.”
The ICO and the UK government have stated that organizations
will need to identify such information as sensitive when sending
it to DPF-certified organizations.

In its opinion* published after the UK DPF extension was final-
ized, the ICO has also raised a concern that the protections set
out in the UK Rehabilitation of Offenders Act 1974 (which limit
the use of information relating to historic criminal convictions)
is not provided for in the DPF. UK companies transferring such
information to the United States should ensure that limitations are
placed on the use and retention of such information in a manner
that complies with UK law.

Are There Risks to Relying on the UK DPF
Extension?

The UK government is required to review the UK DPF extension
every four years from the date it entered into force. However, if it
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becomes aware of a significant change in the level of data protec-
tion provided under the DPE, it must amend or revoke its adequacy
decision as necessary.

The DPF is already under challenge in the European Union, as
an individual in France has brought an action before the General
Court of the European Union for annulment and immediate sus-
pension against the DPF (on the basis that the DPF violates the EU
Charter of Fundamental Rights). The EU Charter of Fundamental
Rights no longer applies under UK law and the adequacy finding
from the United Kingdom will not be directly affected by any such
challenge.

Will the United Kingdom Be Creating More
“Data Bridges”?

The UK government has indicated its intention of doing so.
Following the UK DPF extension, the European Union and the
United Kingdom now recognize the same countries as adequate.
The UK government has also published” a list of priority destina-
tions to recognize as adequate, which, in addition to the United
States, includes Australia, Brazil, Colombia, the Dubai International
Financial Centre, India, Indonesia, Kenya, and Singapore.

The UK’s new data protection bill, which is still making its way
through the UK legislative process, proposes to change the test on
which the UK government can recognize a country as adequate
from “essentially equivalent” to “not materially lower” data protec-
tion standards. This suggests that the United Kingdom may seek
to recognise more countries as adequate through additional data
bridges.

What About the EU’S Adequacy Decision for the
United Kingdom?

Data transfers from the European Union to the United King-
dom are currently covered by the adequacy decision granted by
the European Commission in 2021. The European Commission’s
adequacy decision contains a sunset clause, which means that it
will expire on June 27, 2025, if it is not renewed. To date, the UK
government has maintained® that the proposed reforms to its data
protection laws will not affect its adequacy status.
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* The authors, attorneys with Morrison & Foerster LLP, may be con-
tacted at agillham@mofo.com, avanderwolk@mofo.com, and dalam@mofo
.com, respectively. Lewis Ball, a trainee solicitor, assisted in the preparation
of this article.

1. https://commission.europa.eu/system/files/2023-07/Adequacy%20de
cision%20EU-US%20Data%20Privacy%20Framework_en.pdf.

2. https://www.gov.uk/government/publications/uk-us-data-bridge-sup
porting-documents/uk-us-data-bridge-explainer#:~:text=Supporting%20
this%20decision,national%20security%20purposes.

3. https://edpb.europa.eu/system/files/2023-07/edpb_informationnote
adequacydecisionus_en.pdf.

4. https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2023/
09/opinion-on-uk-government-s-assessment-of-adequacy-for-the-uk-exten
sion-to-the-eu-us-data-privacy-framework/.

5. https://www.gov.uk/government/publications/uk-approach-to-interna
tional-data-transfers/international-data-transfers-building-trust-delivering-
growth-and-firing-up-innovation#uk-adequacy.

6. https://www.gov.uk/government/consultations/data-a-new-direction/
outcome/data-a-new-direction-government-response-to-consultation.
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